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RANDOMLY GENERATED VOICE RECOGNITION 
METHOD AND APPARATUS 

FIELD OF THE INVENTION 

5 This invention relates generally to security methods and systems and. more 

particularly, to a randomly generated voice recognition security method and 
apparatus where one or more passwords are randomly generated from a set of 
passwords and must be repeated and verified for a user to gain access. 

10 BACKGROUND OF THE INVENTION 

Restricted or controlled access to a variety of different systems and areas 
has become a common part of our daily lives. For example, systems are used to 
control access to areas, such as our homes and hotel rooms, to financial 

15 applications, such as ATM machines and home banking systems and to data, such 
as corporate, medical, and government records. Historically, access to areas was 
granted or denied based upon personal recognition. However, as activities, such 
as banking and shopping, have become less personalized, reliance on other means 
of identification has become necessar>'. Currently to gain access, most of systems 

20 require ownership of an access card and/or a password or personal identification 
number (PIN). Although these cards and/or passwords or PINs provide some 
security, they can easily be compromised. 

More sophisticated systems which are more difficult to compromise, such 
25 as systems which match biometrics with computers, are now available. These 
systems use facial, fingerprint and/or voice features in the identification process. 
Although the first two techniques, facial and fingerprint identification, are 
effective and can be done remotely without human intervention, they are both 
complex and expensive requiring the use of sophisticated camera systems as well 
30 as high quality transmission media. 

The other technique, computer analysis of voice features, can be 
accomplished with most computers already in use by simply adding the 
appropriate software. Basically, these systems operate by comparing the utterance 
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10 



of a password by a person requesting access against a pre-stored utterance of the 
same password. Access is granted, if the compared utterances are within 
established tolerances. To further assure proper authentication, some of these 
systems require a series of passwords to be repeated and authenticated. By way of 
example, U.S. Patent No. 4363,102 to Holmgren, U.S. Patent No. 4,58 K755 to 
Sakoe, U.S. Patent No. 4 J16,593 to Hirai et al., U.S. Patent No. 5,1 42,565 to 
Ruddle, U.S. Patent No, 5,430,827 to Rissanen, and U.S. Patent No. 5,517,558 to 
Schalk disclose voice recognition systems and methods which are all herein 
incorporated by reference. 



Unfortunately, these voice recognition systems and methods, can easily be 
defeated. An unauthorized user simply needs to record an authorized user 
speaking the password and then the unauthorized user simply plays back the tape 
of the authorized user speaking the password or passwords at the appropriate time 
1 5 during the autlientication process to gain access. 

One prior system and method to try and overcome this problem requires a 
requester to repeat a series of utterances containing at least one repeated utterance. 
The repeated utterances are compared against a prestorcd template of utterances 

20 and the repeated utterances are compared against each other. The requester is 
authenticated only if each representation of the repeated utterances matches the 
prestored template to within a predetermined tolerance while the representations 
of the repeated utterance do not match each other to such a high degree that they 
are deemed to be mechanically generated. One example of a system and method 

25 similar to this is disclosed in U.S. Patent No. 5,265,191 to McNair, which is 
herein incorporated by reference. 

Although this prior system and method is useful in preventing someone 
from recording an authorized user repeating the passwords and then simply 
30 patching the passwords together in the correct order, the system and method can 
still be defeated. An unauthorized user still simply needs to record the authorized 
user while he or she is gaining access to the system. At that time the authorized 
user will repeat the series of passwords, including the repeated utterance. When 
the tape is replayed, the series of passwords will be within the predetermined 
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tolerances and since the authorized user repeated the repeated utterance it will not 
be a match to such a high degree that it will be deemed to be randomly generated. 

SUMMARY OF THE INVENTION 

5 

A voice recognition method and apparatus in accordance with one 
embodiment of the present invention has several steps including: storing a set of 
recorded snippets; randomly selecting two or more of the recorded snippets; 
displaying each of the randomly selected recorded snippets; requiring each of the 
10 randomly selected recorded snippets to be repeated; comparing each of the 

repeated snippets against the corresponding randomly selected recorded snippet; 
and determining if access is granted based on these comparisons. 

A voice recognition method and apparatus in accordance with another 
15 embodiment of the present invention has several steps including: storing an 
authorized identifier for each authorized party to the system; storing a set of 
recorded snippets for each of the authorized parties; requiring an inquiring party 
to enter an inquiring identifier; determining if the inquiring identifier matches one 
of the authorized identifiers; denying access if the inquiring identifier does not 
20 match one of the authorized identifiers; randomly selecting two or more of the 

recorded snippets for the authorized party whose authorized identifier matched the 
inquiring identifier; requesting the inquiring party to repeat each of the randomly 
selected recorded snippets within a first period of time; denying access if any of 
the randomly selected recorded snippets is not repeated within the first period of 
25 time after the request; comparing each of the repeated snippets against the 

corresponding randomly selected recorded snippet; and detemiining if access is 
granted based on each of these comparisons. 

The present invention is also directed to a computer program recorded on a 
30 computer readable medium for providing security using voice recognition in 
accordance with another embodiment of the present invention. The program 
includes a voice recognition source code segment comprising randomly selecting 
two or more recorded snippets for the authorized identifier which matched the 
inquiring identifier stored on the computer readable medium, displaying the 
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randomly selected recorded snippets in series, comparing each repeated snippets 
against the corresponding randomly selected recorded snippet which was 
displayed, and determining if access is granted based on each of these 
comparisons. The computer program recorded on a computer readable medium 
5 may also include an identification source code segment comprising determining if 
an inquiring identifier matches one of a set of one or more authorized identifiers 
stored on the computer readable medium and denying access if the inquiring 
identifier does not match one of the authorized identifiers. 

10 The present invention provide a number of advantages including providing 

a voice recognition method and apparatus which adds a level of security over 
existing security methods and systems. Unlike existing security methods and 
systems, with the present invention simply tape recording an individual gaining 
access and then later replaying the tape will not work. The random selection 

15 process for the passwords with the present invention creates a new series or 

sequence of passwords each time a user tries to gain access. The level of security 
is further enhanced with the present invention by requiring the authorized parties 
to periodically change their library of recorded passwords. 

20 Another advantage of the present invention is the incorporation of a time 

limit during which the user must repeat the displayed password. If the time limit 
expires before the user repeats a displayed password, then the user is denied 
access. This prevents unwanted users or intruders from trying to rewind or fast 
forward to recorded passwords which may have been recorded surreptitiously and 

25 are in a different order from that now required by the random generation of 
passwords by the present invention. With the combination of the randomly 
generated series of passwords and the time limits, defeating this security method 
and system with today's technology would be nearly impossible and extremely 
costly. 

30 

Another advantage of the present invention is that it can easily be 
combined with other security techniques to further enhance the level of security. 
For example, not only can the method and system generate a random set of 
passwords to be repeated and verified within a set period of lime, but the 
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randomly generated passwords could be in the form of questions, such as what 
month was the user born or what is the users dog's name, which would require 
answers to be repeated which only a few individuals might know adding to the 
level of security. The present invention could also be combined with prior 
security techniques and devices, such as the use of an access card which when 
inserted would then generate a random series of passwords to be repeated and 
verified within a set period of time. 

BRIEF DESCRIPTION OF THE DRAWINGS 



FIG. 1 is a simplified block diagram of one embodiment of a randomly 
generated voice recognition apparatus in accordance with the present invention; 
and 

FIG. 2 is a flow chart illustrating one embodiment of a randomly generated 
1 5 voice recognition method in accordance with the present invention. 

DETAILED DESCRIPTION 

A randomly generated voice recognition apparatus 10 and method in 
20 accordance with one embodiment of the present invention is illustrated in FIGS. 1 
and 2. One embodiment of the method includes the steps of storing a set of 
recorded snippets, randomly selecting two or more of the recorded snippets, 
displaying each of the randomly selected recorded snippets, requiring each of the 
randomly selected recorded snippets to be repeated, comparing each of the 
25 repeated snippets against the corresponding randomly selected recorded snippet, 
and then determining if access is granted based on these comparisons. The 
randomly generated voice recognition apparatus 10 includes a controller or central 
processing unit (CPU) 12, a memory 14, a random snippet selector 16, a snippet 
comparator 1 8, a display 20, and a microphone 22. The randomly generated voice 
30 recognition apparatus 10 and method provide a number of advantages including 
providing a randomly generated series of snippets or passwords each time a user 
tries to gain access, a time limit in which to repeat each of the randomly generated 
snippets to further enhance the level of security and a security apparatus 10 and 
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method which can easily be combined with other security techniques to further 
enhance the level of security. 

Referring to FIG. 1, a simplified block diagram of one embodiment of a 
5 randomly generated voice recognition apparatus 1 0 in accordance with the present 
invention is illustrated. The apparatus includes CPU or controller 12, memory 14, 
such as a read only memory and a random access memory, a random snippet 
selector 16, a snippet comparator 1 8, a display 20, a microphone 22, an 
input/output (I/O) device 24, a timer 26, and an optional key pad 28 all coupled 
10 together via a bus 30. The CPU or controller 12 operates a computer program 
which is set forth in greater detail below with reference to FIG. 2 and is stored or 
embedded in the memor>' 1 4 or some other computer readable memory coupled to 
the CPU 12. 

1 5 The memory 14 can be a random access memory, a read only memory, or 

any other type of computer readable memory. In addition to storing the computer 
program which is set forth in greater detail below with reference to FIG. 2, the 
memory 1 4 also stores snippets or passwords, such as "one", "two", "alpha", 
"bravo", "grass", "sky", "brown", "blue", "what month where you bom", "what is 

20 your dog's name", etc., for each authorized party or user. Any type of vocal 

representation, such as a letter, strings of letters, strings of letters and numbers, 
numbers, partial words, whole words, sentences, in any language can be used and 
record as a snippet for an authorized party. Each authorized party is recorded 
speaking each snippet which constitutes that authorized party's library of snippets. 

25 The vocal representation of each of the snippets by each of the authorized parties 
is typically recorded as an analog signal for each snippet which is converted to a 
digital signal and is then stored in the memory 14. The number of snippets and 
the type of snippets in each library or structure in memory 14 for each authorized 
party can vary as needed or desired. To increase the level of security, the number 

30 of snippets in memory 14 should be large enough so that it would be difficult, if 
not impossible, for an intruder or unwanted user to have recorded an authorized 
party speaking each snippet in a library. For example, in this particular 
embodiment, each authorized party has between one-hundred to two-hundred 
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snippets stored in memory. Periodically, each authorized party may be required to 
replace his/her library of snippets with a new set of snippets. This adds yet 
another level of security with the present invention. In this particular 
embodiment, the library of snippets for each authorized party is replaced every 
5 thirty to forty-five days, although the replacement period can vary as needed or 
desired. 

The random snippet selector 16 randomly selects two or more snippets 
stored in memory 14 from the library of the authorized paiiy identified by an 

1 0 inquiring party trying to gain access. The number of randomly selected snippets 
can vary as needed or desired. The signals representing the randomly selected 
snippets are transmitted to the display 20 via the bus 30. The random snippet 
selector 16 transmits the next randomly selected snippet to the display 20 to be 
displayed, when the previously displayed randomly selected snippet has been 

1 5 repeated and recorded via the microphone 22. The random snippet selector 1 6 

may be implemented using hardware, software, or some combination of both as is 
readily apparent to one of ordinary skill in the art. 

The display 20 receives the signals from the random snippet selector 1 6 
20 which represent the randomly selected snippets and displays them. Any type of 
display 20 can be used. For example, the display 20 could be a visual display, 
such as a cathode ray tube (CRT), a digital screen, or a printer, could be an audio 
and visual display, such as a CRT with a speaker, or could be an audio display 
with just a speaker. 

25 

The timer 26 is triggered to start running each time one of the randomly 
selected snippets is displayed by the display 20. If a repeated snippet is not 
received by the apparatus 10 before a first period of time kept by timer 26 has 
expired, then access to the inquiring party is denied. In this particular 
30 embodiment, the first period of time is about one to two seconds. 

The microphone 22 converts the voice of the inquiring party repealing the 
randomly selected snippets being displayed to an analog signal which represents 
the repeated snippet and then transmits the analog signal representing the repeated 
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snippet to an analog-to-digital (A/D) converter 32. The A/D converter 32 
converts the analog signal to a digital signal which represents the repealed snippet 
and is transmitted to the snippet comparator 1 8 

5 The snippet comparator 1 8 receives the signal representing the repeated 

snippet from the microphone 22 via the A/D converter 32 and also receives the 
corresponding random]}' selected snippet from memory 14 which was displayed at 
the time the repeated snippet was recorded and compares the repeated snippet 
against the corresponding randomly selected snippet. The snippet comparator 1 8 

10 will output a difference signal based on this comparison to the CPU 12. If the 
difference signal is not within accepted tolerances or acceptable levels of 
confidence, then access will be denied to the inquiring party. The comparison to 
determine if an inquiring party is denied access can be based upon one 
comparison between a repeated snippet and the corresponding randomly selected 

15 snippet or based upon an evaluation of all of the comparisons of the repeated 

snippets against their corresponding randomly selected snippet. Techniques for 
comparing the two voice signals and for establishing tolerances are well known to 
those of ordinary skill in the art and thus will not be repeated here. The snippet 
comparator 18 may be implemented using hardware, software, or some 

20 combination of both as is readily apparent to one of ordinary skill in the art. 

An optional keypad 28 may also be coupled to the bus 30 and used to 
permit an inquiring party to punch in an inquiring identifier, such as initials or the 
user's last name, to identify himself or herself as one of the authorized parties. 

25 The inquiring identifier is compared against the set of authorized identifiers stored 
in memory 14. If the inquiring identifier does not match one of the authorized 
identifiers, then access is denied and the inquiring party is not permitted to begin 
the voice recognition process, Altemativel}', the microphone 22 may be used to 
permit an inquiring party to identify himself or herself as one of the authorized 

30 parties. In this case, the voice signal representing the inquiring party is compared 
against voice signals stored for authorized parties in memory 14. Again, if a 
match is not found, then access is denied. 
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The apparatus 10 is used lo protect a system or area 34, such as a bank 
ATM, a corporate database, or a home where the apparatus controls the operation 
of the lock lo get into the home. The apparatus 10 is coupled to the protected 
system or area 34 via an I/O device 24. 

5 

Referring to FIG. 2, the method begins with step 36 where the system is 
activated. In step 38, the user attempting to gain access is required to identify 
himself or herself. This identification process can be accomplished in a number 
of different ways well known to those of ordinary skill in the art. For example, 

1 0 the inquiring party or user may enter via the keypad 28 the inquiring party's 
initials, last name or some other identifying password which is then compared 
against a list of authorized parties stored in memory 14. Alternatively, the 
inquiring party might speak his or her name, initials, or some other passwords into 
the microphone 22 which is then compared against a voice recordings of 

15 authorized parties stored in memory 14. Further, the inquiring party might simply 
swipe a card through a magnetic reader (not shown) and the signal obtained by 
swiping the card through the magnetic reader is compared against ones stored in 
memory 14 for authorized parties. If the identifying information entered by the 
inquiring party does not match with any of the identifying information for the 

20 authorized parties stored in memory 14, then the inquiring party is denied access 
and the No branch is taken. If the information entered identifying the inquiring 
party matches identifying information for one of the authorized parties stored in 
memory 14, then the Yes branch is taken. 

25 Next in step 40( 1 ), the random snippet selector 1 6 randomly selects or 

generates a series of two or more randomly selected recorded snippets from the set 
of recorded snippets which are assigned to the authorized party identified by the 
inquiring party in step 38. The recorded snippets for each of the authorized 
parties which have permission to access the system are stored in memory 14. 

30 Once the recorded snippets have been randomly selected, in step 42( 1 ) a digital 
voice password file is formed from the randomly selected recorded snippets. In 
this particular embodiment, the digital voice password file comprises of three 
snippets, although the number of snippets can vary as needed or desired. 
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Preferably, in steps 42(2) and 42(3) the digital voice password file will have 
progressively larger numbers of snippets. For example, the digital voice password 
file may have four snippets in step 42(2) and may have five snippets in step 42(3). 
The rationale for this is that there is a stronger probability that an intruder (i.e. 
5 unauthorized user) is trying to gain access if a failure is encountered on the first 
pass, so subsequent passes should be more difficult. 

Next in step 44(1 ), the signals representing the randomly selected recorded 
snippets are transmitted to the display 20. The display 20 presents the randomly 

10 selected recorded snippets to the inquiring party. As discussed earlier, the 

randomly selected recorded snippets can be displayed in a number of different 
ways. For example, the randomly selected recorded snippets could be shown on a 
digital display screen, could be read out via a speaker, or some other visual and 
audio combination. The randomly selected recorded snippets are displayed one at 

1 5 a time. 

Next in step 46(1), the inquiring party responds to the display of the 
randomly selected recorded snippets by repeating each one as it appears into a 
microphone within a predetermined period of time. The inquiring party's vocal 

20 representations of each randomly selected recorded snippet is recorded, typically 
as an analog signal which is then converted to a digital signal. A timer 26 is 
trigger to start running each time a randomly selected recorded snippet is 
displayed. If the inquiring party does not respond to the display of one of the 
randomly selected recorded snippets by repeating it within a first period of time, 

25 then the No branch is taken and the inquiring party is denied access. By way of 
example, in this particular embodiment the first period of time is about one and 
two seconds. If the inquiring party does respond to the display of each of the 
randomly selected recorded snippets by repeating each of them into microphone 
22 within a first period of time, then the Yes branch is taken. The time limit for 

30 responding provides an added level of security because it prevents intruders or 

unauthorized parlies from trying to rewind or fast forward to snippets which were 
surreptitiously recorded from an authorized party, but which because of the 
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random selection of snippets are not in the correct sequence required for gaining 
access this time. 

Next in steps 48(1) and 50(1), the repealed snippets, which are signals 
5 which represent recordings of the inquiring party repeating the randomly selected 
snippets, are transmitted to the snippet comparator 18. The snippet comparator 18 
also receives signals which represent the corresponding randomly selected 
recorded snippet which was on display at the time the repeated snippet was 
recorded. The snippet comparator 1 8 compares the signal which represents the 

10 repeated snippet against the signal which represents the corresponding randomly 
selected recorded snippet which was on display at the time the repeated snippet 
and produces a difference signal for each comparison tn a manner well known to 
those of ordinary skill in the art. Based on these comparisons, if the difference 
signals are within established limits or an acceptable level of confidence, then the 

15 Yes branch is taken and access is granted in step 52. If the difference signals are 
not within established limits or an acceptable level of confidence, then the No 
branch is taken. Again, techniques for analyzing the difference signals and 
establishing an acceptable level of confidence are well know to those of ordinary 
skill in the art. A variety of different types of analyses could be used to grant or 

20 deny access. For example, the system could deny access based on one of the 
comparisons of the repeated snippet and the corresponding randomly selected 
recorded snippet or based on an analysis of all of the comparisons of the repeated 
snippets against their corresponding randomly selected recorded snippet. 

25 If access is denied and the No branch is taken, the inquiring party may be 

permitted a limited number of retrys to pass the voice recognition process. Steps 
40(2), 42(2), 44(2), 46(2), 48(2), and 50(2) are repeated and if the acceptable level 
of confidence based on the comparison of the new set of repeated snippets and 
randomly selected recorded snippets is reached, then the Yes branch is taken and 

30 access is granted in step 52. If the acceptable level of confidence is still not 

reached, then the No branch is taken and the inquiring party may be provided one 
more opportunity to gain access. If following steps 40(3), 42(3), 44(3), 46(3), 
48(3), and 50(3), the acceptable level of confidence based on the comparison of 
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the another new set of repeated snippets and randomly selected recorded snippets 
is reached, then the Yes branch is taken and access is granted in step 52. If the 
acceptable level of confidence is still not reached, then the No branch is taken and 
the inquiring party is denied access in step 54. Steps 40(2), 42(2). 44(2), 46(2), 
5 48(2). and 50(2) and steps 40(3), 42(3), 44(3), 46(3), 48(3), and 50(3) are identical 
to steps 40( 1 ), 42( 1 ), 44( 1 ), 46( 1 ), 48( 1 ), and 50( 1 ) and thus will not be described 
again here. Although in this particular embodiment, the inquiring party is 
permitted two additional attempts to satisfy the voice recognition requirements to 
gain access, the number of retrys can be made higher or lower as needed or 
1 0 desired. 

Having thus described the basic concept of the invention, it will be rather 
apparent to those skilled in the art that the foregoing detailed disclosure is 
intended to be presented by way of example only, and is not limiting. Various 
15 alternations, improvements, and modifications will occur and are intended to 
those skilled in the art, though not expressly stated herein. These alterations, 
improvements, and modifications are intended to be suggested hereby, and are 
within the spirit and scope of the invention. Accordingly, the invention is limited 
only by the following claims and equivalents thereto. 
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CLAIMS 

What Is Claimed Is: 

5 LA method for providing a voice recognilion security system, the 

method comprising: 

storing a set of recorded snippets: 

randomly selecting two or more of the recorded snippets: 
displaying each of the randomly selected recorded snippets; 
10 requiring each of the randomly selected recorded snippets to be 

repeated; 

comparing each of the repeated snippets against the corresponding 
randomly selected recorded snippet; and 

determining if access is granted based on these comparisons. 

15 

2. The method according to claim 1 further comprising: 

storing a set of one or more authorized parties, wherein each of the 
authorized parties has its own set of the recorded snippets; 

determining if an inquiring party attempting to gain access is in the 
20 set of authorized parties; and 

denying access if the inquiring party is not one of the authorized 

parties. 

3. Tlie method according to claim 2 further comprising requiring each 
25 of the authorized parties to record a new set of randomly selected recorded 

snippets after a first period of time, 

4. The method according to claim I wherein the step of requiring 
each of the randomly generated selected snippets to be repeated further comprises 

30 the steps of: 

requiring each of the randomly generated recorded snippets to be 
repeated within a second period of time after each of the randomly selected 
snippets is displayed; and 
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denying access if any of the randomly selected recorded snippets is 
not repeated within the second period of time. 

5. The method according to claim 5 wherein the second period of 
5 time is about one to two seconds. 

6. The method according to claim 5 wherein the steps of storing a set 
of recorded snippets, randomly selecting two or more of the recorded snippets. 

displaying each of the randomly selected recorded snippets, requiring each 
10 of the randomly selected recorded snippets to be repeated, comparing each of the 
repeated snippets against the corresponding recorded snippet, and determining if 
access is granted based on these comparisons are repeated a set number of times 
when access is denied because one of the randomly selected recorded snippets is 
not repeated within the second period of time, 

15 

7. The method according to claim 6 wherein the set number of times 

is two. 

8. The method according to claim 1 wherein the steps of storing a set 
20 of recorded snippets, randomly selecting two or more of the recorded snippets, 

displaying each of the randomly selected recorded snippets, requiring each 
of the randomly selected recorded snippets to be repeated, comparing each of the 
repeated snippets against the corresponding recorded snippet, and determining if 
access is granted based on these comparisons are repeated a set number of times 
25 when access is denied because of the comparison of the repeated snippets against 
the recorded snippets. 

9. The method according to claim 8 wherein the set number of times 

is two. 

30 

1 0. A method for providing security to a system using voice 
recognition, the method comprising: 

storing an authorized identifier for each authorized party to the 

system; 

35 storing a set of recorded snippets for each of the authorized parties; 
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requiring an inquiring party to enter an inquiring identifier; 

determining if the inquiring identifier matches one of the 
authorized identifiers; 

denying access if the inquiring identifier does not match one of the 
5 authorized identifiers; 

randomly selecting two or more of the recorded snippets for the 
authorized party whose authorized identifier matched the inquiring identifier; 

requesting the inquiring party to repeat each of the randomly 
selected recorded snippets within a first period of time; 
10 denying access if any of the randomly selected recorded snippets is 

not repeated within the first period of time after the request; 

comparing each of the repeated snippets against the corresponding 
randomly selected recorded snippet; and 

determining if access is granted based on each of these 

15 comparisons. 

1 1 . The method according to claim 10 wherein the first period of time 
is about one to two seconds. 

20 12. The method according to claim 10 further comprising requiring 

each of the authorized parties to record a new set of randomly selected recorded 
snippets after a second period of time. 

13. The method according to claim 10 wherein the steps of randomly 
25 selecting two or more of the recorded snippets for the authorized party whose 
authorized identifier matched the inquiring identifier, displaying the randomly 
selected recorded snippets in series, requiring the inquiring party to repeat each of 
the randomly selected recorded snippets within a first period of time, denying 
access if any of the randomly selected recorded snippets is not repeated within the 
30 first period of time, and comparing each of the repeated snippets against the 

corresponding recorded snippet are repeated a set number of times when access is 
denied because one of the randomly selected recorded snippets is not repeated 
within the first period of time. 
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14. The method according to claim 10 wherein the steps of randomly 
selecting two or more of the recorded snippets for the authorized party whose 
authorized identifier matched the inquiring identifier, displaying the randomly 
selected recorded snippets in series, requiring the inquiring party to repeal each of 

5 the randomly selected recorded snippets within a first period of time, denying 

access if any of the randomly selected recorded snippets is not repeated within the 
first period of time, and comparing each of the repeated snippets against the 
corresponding recorded snippet are repeated a set number of times when access is 
denied because of the comparison of the repeated snippets against the randomly 
1 0 selected recorded snippets. 

15. An apparatus for providing a voice recognition security system, the 
apparatus comprising: 

means for storing a set of recorded snippets: 
1 5 means for randomly selecting two or more of the recorded 

snippets; 

means for displaying each of the randomly selected recorded 

snippets; 

means for requiring each of the randomly selected recorded 
20 snippets to be repeated; 

means for comparing each of the repeated snippets against the 
corresponding recorded snippet; and 

means for determining if access is granted based on these 

comparisons. 

25 

16. The apparatus according to claim 15 further comprising: 
means for storing a set of one or more authorized parties, wherein 

each of the authorized parties has its own set of the recorded snippets; 

means for determining if an inquiring party attempting to gain 
30 access is in the set of authorized parties; and 

means for denying access if the inquiring party is not one of the 
authorized parties. 
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17. The apparatus according lo claim 16 further comprising means for 
requiring each of the authorized parlies to record a new set of randomly selected 
recorded snippets after a first period of time. 

5 1 8. The apparatus according to claim 1 5 wherein the means for 

requiring each of the randomly generated selected snippets to be repeated further 
comprises: 

means for requiring each of the randomly generated recorded 
snippets to be repeated within a second period of time after each of the randomly 
1 0 selected snippets is displayed; and 

means for denying access if any of the randomly selected recorded 
snippets is not repeated within the second period of time. 

19. The apparatus according to claim 18 wherein the second period of 
1 5 time is about one lo two seconds. 

20. An apparatus for providing security using voice recognition 
comprising: 

means for storing an authorized identifier for each authorized 

20 party; 

means for storing a set of recorded snippets for each of the 
authorized parties; 

means for requiring an inquiring party to enter an inquiring 

identifier; 

25 means for determining if the inquiring identifier matches one of the 

authorized identifiers; 

means for denying access if the inquiring identifier does not match 
one of the authorized identifiers; 

means for randomly selecting two or more of the recorded snippets 
30 for the authorized party whose authorized identifier matched the inquiring 
identifier; 

means for displaying the randomly selected recorded snippets in 

series; 
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means for requiring the inquiring party to repeat each of the 
randomly selected recorded snippets within a first period of time; 

means for denying access if any of the randomly selected recorded 
snippets is not repeated within the first period of time. 
5 means for comparing each of the repeated snippets against the 

corresponding recorded snippet; and 

means for determining if access is granted based on each of these 

comparisons. 

10 2L The apparatus according to claim 20 wherein the first period of 

time is about one to two seconds. 

22. The apparatus according to claim 20 further comprising means for 
requiring each of the authorized parties to record a new set of randomly selected 

1 5 recorded snippets after a second period of time. 

23. A computer program recorded on a computer readable medium for 
providing security using voice recognition comprising a voice recognition source 
code segment comprising randomly selecting two or more recorded snippets for 

20 the authorized identifier which matched the inquiring identifier stored on the 

computer readable medium, displaying the randomly selected recorded snippets in 
series, comparing each repeated snippets against the corresponding recorded 
snippet which was displayed, and determining if access is granted based on each 
of these comparisons. 

25 

24. The computer program as set forth in claim 23 wherein the voice 
recognition source code segment further comprises denying access if any of the 
randomly selected recorded snippets being displayed is not repeated within a first 
period of lime. 

30 

25. The computer programs according to claim 24 wherein the first 
period of time is about one to two seconds. 

26. The computer programs according to claim 23 further comprising 
35 an identification source code segment comprising determining if an inquiring 
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identifier matches one of a set of one or more authorized identifiers stored on the 
computer readable medium and denying access if the inquiring identifier docs not 
match one of the authorized identifiers 

27. A computer program recorded on a computer readable medium for 
providing security using voice recognition comprising: 

an identification source code segment comprising requesting an 
inquiring identifier, determining if the inquiring identifier matches one of a set of 
one or more authorized identifiers, and denying access if the inquiring identifier 
does not match one of the authorized identifiers; and 

a voice recognition source code segment comprising 
randomly selecting two or more recorded snippets for the authorized 
identifier which matched the inquiring identifier, requesting a repeated snippet for 
each of the randomly selected recorded snippets, comparing each of the repeated 
snippets against the corresponding randomly selected recorded snippet, and 
determining if access is granted based on each of these comparisons. 

28. The computer program as set forth in claim 27 wherein the voice 
recognition source code segment further comprises denying access if any of the 
randomly selected recorded snippets being displayed is not repeated within a first 
period of time after the request. 

29. The computer programs according to claim 28 wherein the first 
period of time is about one to two seconds. 
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